Introduction

B2B introduction

- The main purpose of B2B Portal is to provide SKODA AUTO employees and their business partners (importers, dealers, etc.)
important information and access to application of SKODA AUTO.
- This interactive guide will help you with the basic operations.

Get access Security options
Login Password reset

FAQ
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Introduction / Get access

Get access

SKODA AUTO employees

Other B2B users
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Introduction / Get access / SKODA AUTO employees

SKODA AUTO employees

For the first access:

- Open this URL: https://Bportal.skoda.vwg
- Fill the reason.

- Choose Send request.

- Your request has been created.

SIMPLY CLEVER SKODA SIMPLY CLEVER SKODA

— 58 - &

Ber opravnéni Bez oprivnéni
Nemdte potiebnd prava pro prac s B28 Portalem.
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Continue
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Introduction / Get access / SKODA AUTO employees

SKODA AUTO employees

- After the new account creation, you will receive instruction for password setting, username (your DZC) and email with certificate. In
order to access B2B Portal you will only need the username + password. However, it is also possible to use the certificate to log in,
you can find help in this manual.

Password rules

- The password can not be identical to your username.

- The password must be a combination of letters and at least one special character.

- The system remembers the last 6 passwords - those can not be used as a new password.
- The validity of password is 90 days.
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Introduction / Getting access / Other B2B users

Other B2B users

- For the first access to B2B Portal, please contact your OrgAdmin and he will create an electronic request.

- Backup solution is this paper form (send filled to: b2bhelp@skoda-auto.cz).

- After the new account creation, you will receive instruction for password setting, username and email with certificate. In order to
access B2B Portal you will only need the username + password. However, it is also possible to use the certificate to log in, you can
find help in this manual.

Password rules

The password cannot be identical to your username.
The password must be a combination of letters and at least one special PASSWORD CHANGE
character.

The system remembers the last 6 passwords - those passwords cannot be
used as a new password.

The validity of password is 90 days.

*extra for users from Poland

- Every password must be a combination of at least one lowercase and
uppercase letter, number and a special character.

- The validity of password is 30 days.

5 SKODA
INTERNAL



Introduction / Login

Login

Basic

Two-factor
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Introduction / Login / Basic

Basic login

Username + password
Certificate + password

Other login methods
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Introduction / Login / Two-factor

Two-factor login

Username + password + one-time password from SMS
Username + password + one-time password from Authenticator

Username + Tokencode

Only for
SKODA AUTO
employees

PKI (Employees ID card) + PIN

8 SKODA
INTERNAL



Introduction / Login / Basic / Username + password

Username + password

Login instructions: @ SKoDA
1. Enter the required URL.
2. Fillin:
- Username. LOGIN
- Password.

3. Youare logged in.

Forgot password?

§6% SECURITY OPTIONS
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Introduction / Login / Basic / Certificate CA Partner + password

Certificate CA Partner + password

Login instructions: @ SKoDA
1. Enter the required URL.
2. The available certificates are displayed in the browser. Choose the appropriate one.
3. F|” IN: LOGIN
- Password.
4. You are logged in. G
I mett
?) HELP
48% SECURITY OPTIONS
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Introduction / Login / Basic / Other login methods

Other login methods

- Link is available in the ‘Basic login’ screen only. @ skoba
— User can use higher authentication levels after clicking the link ,,Other login methods*.

Login instructions: LOGIN
1. Enter the required URL.

2. Click on '‘Other login methods’.

3. Based on chosen method, follow instructions for: SMS, Authenticator, RSA Tokencode.

(7) HELP
464 SECURITY OPTIONS
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Introduction / Login / Two-factor / Username + password + one-time password from SMS

Username + one-time password from SMS

- It's necessary to reqgistrate the device first. @ SKoDA @ SKoDA
Login instructions:
1. Enter the required URL. LOGIN LOGIN
2. Choose the method of authentication via SMS
and confirm.
3. Enter:
- Username. _ e &
- Password. Forgot password?
(?2) HELP 1iE.LE
$8% SECURITY OPTIONS ¥ SECURITY OPTIONS

Continue

SKODA

12
INTERNAL



Introduction / Login / Two-factor / Username + password + one-time password from SMS

Username + password + one-time password from SMS

4. This step is skipped based on following @ SkobDA @ SKoDA
rules:
In case the user has more devices registered LOGIN LOGIN

and activated, the list of all active devices is
displayed. User chooses one of the devices and

Continues to Step 5 Select device Selected device
TEST 1 (+44123456789) @ TEST 2 (+44987744522211)
. . TEST 2 (+44987744522211 i
In case the user has only one device registered G . copy the code In SMS.
and activated, the device is chosen
automatically, and user is redirected to next VERIEY

step directly.

5. Enter the code from SMS.

6. Youarelogged in.
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Introduction / Login / Two-factor / Username + password + one-time password from Authenticator

Username + password + one-time password from Authenticator

- It's necessary to registrate the device first. @ SKODA @ SKODA
Login instructions:
1. Enter the required URL. s LOGIN
2. Choose the method of authentication via
Authenticator and confirm.

3. Enter: 2 s

- Username.

- Password. Forgo password?

7) HELP
46% SECURITY OPTIONS
(%) HELP

{5 SECURITY OPTIONS

Continue

SKODA

14
INTERNAL



Introduction / Login / Two-factor / Username + password + one-time password from Authenticator

Username + password + one-time password from Authenticator

4. This step is skipped based on following rules:

In case the user has more devices registered and activated, the list of all
active devices is displayed. User chooses one of the devices and continues
to step 5.

In case the user has only one device registered and activated, the device is
chosen automatically, and user is redirected to next step directly.

15
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@ SkobpA

LOGIN

Select device

TEST3
TEST 4

Continue
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Introduction / Login / Two-factor / Username + password + one-time password from Authenticator

Username + password + one-time password from Authenticator

5. You are prompted for one-time password
entry from Authenticator (on your mobile device)
and confirm

6. Youarelogged in.

16
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@ SKODA =  Authenticator + /'

Skoda Auto
LOGIN 5 8 5 8 8 3

XCcZ ‘
Selected device
® TEST4
Cﬂpy the authenticator code
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Introduction / Login / Two-factor / Username + Tokencode

Username + Tokencode

Login instructions:
1. Enter the required URL.

2. Select RSA authentication method and confirm.

3. Enter:

- Username.

- PIN + Tokencode.
4. You are logged in.

17
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@ sSkobA

LOGIN

7) HELP

455 SECURITY OPTIONS

@) SKODA

LOGIN

User name

RSA Tokencode

(7) HELP

48% SECURITY OPTIONS
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Introduction / Login / Two-factor / PKI (Employees ID card) + PIN

PKI (Employees ID card) + PIN

Login instructions:

1. Enter the required URL.

2. A certificate (from PKI card) selection window appears, Choose the corresponding one.
3. You are logged in and redirected to required URL.

SKODA
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Introduction / Security options

Security options

Registration

Activation
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Introduction / Security options / Registration

Registration

Click ‘Security options’ for adding new device.

— Click the link ‘Security options’ — new tab will be
opened.

- Enter:
- Username.
- Password.

- You are logged in.

20
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@ SKoDA

LOGIN

Other login methods

?) HELP

[°; SECURITY OPTIONS
.

@ SkobDA

LOGIN

Forgot passwor

d?

Continue
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Introduction / Security options / Registration

Registration

- Use the ADD button to select the device you want to register.
- It's possible to have more authentication devices. You can also delete the device.

SMS Authenticator

SECURITY OPTIONS

Below you can see the list of your security devices which allow you to get two-factor authentication within SKODA applications. SKODA AUTO prefers
using Authenticator. Its application which provides one-time password generated based on current time. SMS can be used as well. You can start the
wizard for device enrolment clicking the button ADD.

‘?ﬁ@ Authenticator ) ADD

Verification with password from application

SMS client | ADD
Verification with password sent by SMS

21
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Introduction / Security options / Registration / SMS

SMS

ADD DEVICE
SMS
_ E nter: Device registration for SMS verification.
- Name of your device .
- Telephone number, preselection.
Preselection Telephone number
ADD DEVICE Nothing selected -
SMS In the next step we will send you an authentication code on teleph ber which you filled in.
Device registration for SMS verification.
CANCEL
TELEPHONE NUMBER VERIFICATION

Fill in the code from SMS

Did not get the code?

Resend SMS

- The user is prompted to enter the code from the SMS and confirm it.

CANCEL

Activation
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Introduction / Security options / Registration / Authenticator

Authenticator

Web browser application

Mobile application

PC application
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Introduction / Security options / Registration / Authenticator / Authenticator in web browser

Authenticator registration

1. Enter and confirm:
- Name of your device

ADD DEVICE
E3E  Authenticator
®= Device for with apph
1. Install splication FreeOTP - Androidfi0S, or Google Authenticator - Androidfi0S.

sensitive information will be displayed.
Hide QR code (27)

Secret key
FFEMSZ7FNZZAS42INTRLIGETSTRDOHAG

Link for authenticator configuration

Fill in the code from application.

-~
(CANCEL

2. With application scan QR code. If you are unable to scan the QR code, fill in the secret key manually. Make sure your screen is not tracked by anyone -

24
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@ SKODA Name Surname
ADD DEVICE
EINE  Authenticator
= Device registration for authentication with application
Device name

[ CANCEL

2. Click ‘'Show the QR code’ and copy the ‘Secret key'. Keep the window
opened. Next step is to install the browser addon. Follow ‘Firefox addon

installation guide’.

Continue

SKODA



Introduction / Security options / Registration / Authenticator / Authenticator in web browser - installation

Firefox addon installation guide

This help contains guide for installation the addon SAuth for Firefox (,FF“). There are other possibilities for other browsers as well. For example
for Internet Explorer, Google Chrome. Such instruction is not a part of this help and can differ.

Warning: This is a third-party product; the information may not correspond to reality. We reserve the right to make changes.
If you do not have the FF browser installed on your PC, you can download it for free here: https://www.mozilla.org/cs/firefox/new/

3. Open this URL in FF browser: https://addons.mozilla.org/firefox/addon/sauth/
4. Click on ‘Add to Firefox’ button.

“—) FlrefOX Add-OﬂS Explore Extensions Themes More... v

Eﬁ

SAuth
by Silbad

1 2
All token secrets for two-factor authentication + Add to Firefox
——

5. A confirmation window will open. Click ‘Add’.
Continue
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Introduction / Security options / Registration / Authenticator / Authenticator in web browser - installation

Firefox addon installation guide

Q| Vyhledat N @ & 8 O =
6. Launch the SAuth app. -_—
SAuth's almost ready. »
A PIN code and at least one secret must be configured in the options.
SAuth 1.4.0 & 0
=
7. Enter new PIN and click ‘Save’. 5
E# SAuth 1.4.0
-5!:_ Od Silbad
r\\ﬂ l:ac::\ in english, french and spanish
Automatické aktualizace ® Vjchon Pow Zakazany
Posledni aktualizace
Security
Code PIN - sees|
——— Continue
Zakazat Oglebrat
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Introduction / Security options / Registration / Authenticator / Authenticator in web browser - installation

Firefox addon installation guide

8. In"“Secrets list" enter parameters:
- Provider - SKODA.
- Account - Any value, f.e. your username
- Code - Insert the “Secret key" from the device registration
(Security options).

and click on the ‘Add’ button.

[E]# SAuth 1.4.0
.S,h_ 0d Silbad

All token secrets for two-factor authentication

All token secrets for two-factor authentication, protected by PIN code
Available in english, french and spanish.

Automatické aktualizace ® Vychoz Povoleny Zakazany
Posledni aktualizace 7. bfezna 2019

Domovska stranka

Security
9. The device is succesfully added to the application and it‘is oPN New PIN
ready to use. (You can close the window.) Secrets list
Provider SKODA Account  XDEO Code 2S4ERUOCT3ZRAQDRV m
Provider Account # Provider Account Code
1 SKODA XDE AXKXXAXXAXRRE , u
o i @ 58 o
10.0Open the SAuth application in the browser and unlock it using _—
the PIN which was estabished. Code PIN | SAuth |
SAuth 1.4.0 — o0 .
Continue
SKODA

27
INTERNAL



Introduction / Security options / Registration / Authenticator / Authenticator in web browser

Authenticator registration

Go back to the Security Options:

11.Copy the generated code from the SAuth application to the authentication device registration in the appropriate field. Filling the code must
take place within approx. 30 seconds.
12.Click the button ‘Verify’, the device is created.

(5 cC @ D@ ht skoda-auto.com t t RO+ m e 8o

»

872094 O

SKODA
XD

@ SkobpA

ADD DEVICE

BESE  Authenticator
& Device registration for authentication with application

SAuth 1.4.0 50
1. Install aplication FreeOTP - Android/iOS, or Google Authenticator - Android/iOS.

2. With application scan QR code. If you are unsble to scan the GR code, fill in the secret key manually. Make sure your screen is not tracked by anyone -
sensitive information will be displayed.

Show QR code

Fill in the code from application.

872094 v

(CANCEL) m Activation
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Introduction / Security options / Registration / Authenticator / Authenticator for a mobile phone

Adding an Authenticator for a mobile phone

1. Enter:
- Name of your device ADD DEVICE

EI%[E  Authenticator
=] Device registration for authentication with application

Device name

CANCEL

Keep the window opened. Next step is to install the mobile application (f.e. FreeOTP / Google Authenticator).

Continue
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Introduction / Security options / Registration / Authenticator / Authenticator for a mobile phone

Adding an Authenticator for a mobile phone

Go back to the Security Options:

2. Click Show the QR code and read it using the mobile application

3. Retype the 6 characters code from mobile app to the Security Options to appropriate field. The code expires after 30 seconds.

ADD DEVICE

EI3E  Authenticator
O] Device registration for authentication with application

1. Install aplication FreeOTP - AndroidfiOS, or Google Authenticator - AndroidfiOS.

- sensitive information will be displayed.

Show QR code

Fill in the code from application.

| 585883 v
C

2. With application scan QR code. If you are unable to scan the QR code, fill in the secret key manually. Make sure your screen is not tracked by anyone

30
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ol T-Mobile CZ ¥ w2

=  Authenticator

Skoda Auto

985 883

10 9% ..

+ 7

Activation
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Introduction / Security options / Registration / Authenticator / Authenticator for a PC - adding the device

Adding an Authenticator for a PC

1.

Enter:
- Name of your device

@ skobpa

AUTHENTICATOR SET UP

31
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ADD DEVICE

E%E  Authenticator

E Device registration for authentication with application

Device name

( CANCEL )

Click “Show the QR code “ and copy the “Secret
key “. Keep the window opened . Next step is to
install the GRPAuth application as shown on the
next pages.

Continue
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Introduction / Security options / Registration / Authenticator / Authenticator for a PC - installation

Installing a GRP Auth Authentication for a PC

This help contains guide for installation of the GRPAuth application. There are other applications that can be used as well, however
such instruction is not a part of this help and can differ.
Attention: The guide is based on 3rd party application. We reserve the right to possible changes.

You can download the application HERE

After launching the application, please set the password you will use for GRPAuth.

Set Password

Enter the master password
vinimum length of ten characters. At least
one character of the following characters

capital letter, iower Case ietter, number,

% e Continue
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Introduction / Security options / Registration / Authenticator / Authenticator for a PC - installation

Installing a GRP Auth Authentication for a PC

- For easier login, when turning on the application, it is possible to add the GRPAuth icon to the bottom bar or launch the application
when turning on the PC using the gear icon.

o X
GRP Auth
Add o
V| Start With Windows
h n Top
¥ | Use System Tray icon
¥ | Auto Sae
EBxport
Check for updates
Bt AlteFd
- After you open GRPAuth click on ‘Add'. - X
GRP Auth
Click the “Add" button to create your authenticator
Add o Continue
33 SKODA
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Introduction / Security options / Registration / Authenticator / Authenticator for a PC - installation

Installing a GRP Auth Authentication for a PC

- Enter the name, insert copied ‘Secret code’ from the device registration (Security options). Then enter your own the password for

34
INTERNAL

authentication.

Hide QR code

Fill in the code from application

" CANCEL )
\

1. bstall aphication FreeOTP - A oi
2. With application scan QR code. If you are unable to scan the QR code, fill in the secret key manually.

1705, or Google Authenticator = Ands oid fi0S,

Secret key
Fsx33HFHoazzmpzxw313v5J5<;||vas]

Link for authenticator configuration

Add Account

Name I

1. Enter the secret code

%. A maximum of t

OK

Cancel

Continue
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Introduction / Security options / Registration / Authenticator / Authenticator for a PC - adding the device

Adding an Authenticator for a PC

- Click on the marked lock icon and enter your password. A six-digit code will be displayed.
- Go back to the browser on opened device registration, enter the six-digit code in the appropriate field and click on ‘Verify'. The code

must be entered within a maximum of 30 seconds.

GRP Auth

‘t‘ GRPAuth
Oy ------

Asa <o

GRPAuth
}

oK Cancel

35
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2. Witk application scen G code. I you sre unable 1o scen the GRt code, 1l in Bhe secret key manually or ue the Sk 1o 5dd an suthenticetor. Make sure

ADD DEVICE
Authootxcaton
Cwece gaTT IOr 1or MIPerTIITCT WS MEhCInOr
L ratal aphcation FreeOTP - Looh wif o Cooghe Authentcator - \ooh i oy
Yoax wTeen m Aot b ached by aryore  seretive nfcrmaten wil be daplryed
IO?)')‘;& v I
=) -~ J
GRP Auth
Q" GRPAuth
wg | 165757
Add

Activation
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Introduction / Security options / Device activation

Device activation

SKODA AUTO employees

Other B2B users
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Introduction / Security options / Activation / SKODA AUTO employees

Device activation for SKODA AUTO employees

:: SMS client

Werification with password sent bry S35

- List of available activation methods is displayed:

- Activation using two-factor authentication. example e~ @
- Activate using UMS Request o i o i P
—_ 1 1 1 1 Activation can be done using two-factor authentication. Whils you login via RSA,
ACtlvatlon USIng Prlntzme' Tokencods or employes card (PEI) to reach two-factor authentication level, the denice will
- User chooses the wanted method by clicking the e
appropriate button ‘Continue’. Actheale g LIS Racpusat

LIBS requests offers a platform for ApPTOMING Varous I'équéﬁt'l-lrbl'ﬂ EI'I'Iplﬁ'rE'@E o their
SUpErions of other responsible persons. You can send an LIMSnequest for the approval of
tha activation of the device by a superior. Onoe the request is approved in IUIMS, your
device will be activated automatically.

Activate using PrintZme

Print2rme is service which offers printing based on employee 1D card suthentication. You
can Send SCvation oodes using U Print2me service and withdring the sctvation oode by
printing at the neanrest printer. Onoe you have the sctrvation code, you can use this maethod
for actrvation. After the activabion code is insterted, the devioe is activated.

Continue
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Introduction / Security options / Activation / SKODA AUTO employees

Device activation for SKODA AUTO employees

Activation using Print2me DEVICE ACTIVATION

- The code is sent to the printer, where user can Activation code was sent to the printer. The code his got Ensibed expiration. Aftar the axpiration it hecastarny 10 raaen Hhe Eoxls Sgain.
print it using employee card.

— User enters the code from document and
confirms.

— The device is activated.

Ingert the code from the document

——
( CAMCEL )
- =

Did not get the code?
Send the activation code to the printer (Print2me)

Continue
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Introduction / Security options / Activation / SKODA AUTO employees

Device activation for SKODA AUTO employees

Activate using UMS Request
- The request has been sent to UMS.
- Once the request is approved in UMS, the device is automatically activated.

Activation using two-factor authentication

- User is redirected to Login page where two-factor methods are available - SMS,
Authenticator, RSA Tokencode.

- Once user is logged in the device is activated within Security options.
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Introduction / Security options / Activation / Other B2B users

Device activation for other B2B users

- List of available activation methods is displayed:
- Activation using two-factor authentication. Sl sshEtonthe ceiciinathe sisiasie forstrong SHfcsion e Hlbe sufsmtcsly SelEEn S0 e
- Activation using B2B request.
- User chooses the wanted method by clicking ADD DEVICE
the appropriate ‘Continue’ button. sms

Device registration for SMS verification.

SMS verification was successful. For activation select one of the available methods.

Tokencode or employee card (PKI) to reach two-factor authentication level, the device will
be activated.

Activate using B2B request

Request for device activation in B2B Portal will be created. It must be approved by your
Organisation Administrator (OrgAdmin). Once the request is approved, the device is
activated.

Activate using two-factor authentication m
Activation can be done using two-factor authentication. While you login via RSA

Continue
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Introduction / Security options / Activation / Other B2B users

Device activation for other B2B users

Activation using B2B request

- User is redirected to the initial page within ‘Security Options’.

- The request is automatically created and sent to the B2B Portal application.

- Request approver is user's Organization Administrator or the Organization Administrator of parent organization.
- Once the request is approved, the device is activated, and the user is notified by e-mail.

Activation using two-factor authentication
- User is redirected to Login page where are two-factor methods available - SMS, Authenticator, RSA.
- Once user is logged in the device is activated within Security Options. The device is activated.
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Introduction / Password reset

Password reset

- ltis possible to reset your password on the login page @ SKODA @ SKODA
of B2B Portal.

- The link is available from basic login and two-factor LOGIN NEW PASSWORD
login using SMS, and Authenticator. SETTING
Instructions:
PEWFH

1. Click the link ‘Forgot password?’

2. User enters and confirms:
- Username B

- Re-captcha security code.

(7) HELP
{8% SECURITY OPTIONS

- User can use the method which does not require the
password using the link ‘Alternative login methods’.
The process is described in appropriate chapter HERE.

Continue
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Introduction / Password reset

Password reset

3. E-mail which contains the link for password reset is @ SKoDA @ SKoDA
sent and user is redirected back to the login page.

4. After clicking the link in the e-mail, user is NEW PASSWORD NEW PASSWORD
redirected to the page for setting new password. SETTING SETTING

User
5. Notification about successful password change is Name Surname Your password has was succesfully
. changed, now it is possible to log in.
displayed.

SKODA
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Introduction / Get access / Certificate installation

Certificate installation

Microsoft Edge

Firefox
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Introduction / Get access / Certificate installation / Microsoft Edge

Microsoft Edge - certificate installation

=

2.

Settings

0

@& Profil

es

I a8 Privacy, search, and services I

Security

Manage security settings for Microsoft Edge

Manage certificates

Microsoft Defender SmartScreen

%3  Appearance
i T
Welcome to the Certificate Import Wizard s o
> =
Cont v
Camifiiate Sl
erificale sotes e -t s are hepi.
L
5 - e e
| g o . '
9 - '
45
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Completing the Certificate Import Wizard

o The import was successful.

~~~~~~
Ve
e
.
Frbvate bey protertien
- e
-
PO —
Rt | Concel
Certificate Import Wizard X

wN =

N O 0

Settings

Privacy, search and services
Scroll down to security and
click on ‘manage certificates’
Import

Next

Browse

Choose*.pfx*.p12 and choose
your certificate

Enter the password from PDF
file

Choose certificate store and
finish

SKODA



Introduction / Get access / Certificate installation / Firefox

Firefox - certificate installation

New Window  New Private
Window

Q <@)

Save Page

Print 1 History

O | &

Full Screen

Advanced 3

Password Required

Please enter the password that was used to encrypt this certificate backup:

9.|i

Cancel

OK

Certificate Manager 5

*
People ‘ Servers | Autherities | Others

You have certificates from these organizations that identify you:

Certificate Name Serial Nu

4SKODA AUTO a.s.

Security Device

6.

Alert

(o]

4N

Successfully restored your security certificate(s) and private key(s).

Find Options Add-ons
[

%0 Impont

U e ——— -
B Desitop .

New folder
aid Libeanies 3
. R
) - = S
nlesds
¢ O
Lext [} omput it
uc % : =~
et Places .
Ands )
es rad
ety
ures
Fie rame v | PHCSIZ Fikes
8 open [ | i

INTERNAL

2OENOO A WN R

0.

Options
Extended
Certificates
Certificates
Personal
Import

Find your certificate

Open

Enter password from PDF file

OK
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Introduction / Get access / Form

Get access

- Request for establish +
i S KO DA modification or cancellatio'n of

access to B2B

[ Access establishment [] Access modification [ ]  Access cancellation

Required access to:

Information about user
Surname: First name:

User ID:

Business number

Company name:

Address.

Phone:

e-mail

Reason:

Description of required Lype of permission (role):

User Clagsified informalion

vee O w B
Date Sianature
Comtrol of user ‘s integrity* Approved by [(Superior of usér)

lves [ no O

For empioyees of extermnal companies

nal compeny confirmed
0 af confidential information

Establisher S ——
department signature
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FAQ - Login

Rules for code from SMS

- Max. number of attempts is 8.

The interval for checking number of attempts is 1 hour.

Sending SMS is possible max. 3-times a day

Password is valid for 15 minutes (if you don’t login with this password within 15 minutes of receiving the message, password wiill
expire, and you will have to send your SMS with a one-time password again)

After using this one-time password from SMS, You won'‘t be verified by this password again within one day (24 hours), however you
must be verifying on the same device. For another login you will use only Login + your password to B2B Portal.

Rules for code from Authenticator

- Max. number of attempts is 8.

- The interval for checking number of attempts is 1 hour.

- After using this one-time password from Authenticator, You won‘t be verified by this password again within one day (24 hours),
however you must be verifying on the same device. For another login you will use only Login + your password to B2B Portal.

- For user verification is necessary to have exact time on mobile device.

Continue
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Introduction / FAQ

FAQ - Prihlaseni

Login 24 hours
- The validity of the code from the SMS, Authenticator is 24 hours. Within one day, you are no longer authenticated with the code

from the device (just enter the username + password). The condition is that you authenticate a second time at the same station.

Validity of Password Reset link
- Itis valid for 24 hours. If the link has already been used or has expired, a corresponding message will be displayed, and you will have

to repeat the password recovery process.

Fingerprint2
- If you have Adblock installed in your browser and Fingerprint2 library blocking is enabled in the settings, you lose the convenience

of logging in with a higher authentication method and the "24-hour login" functionality. You will always have to re-authenticate with
the code from the SMS, the Authenticator.

Continue
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Introduction / FAQ

FAQ - Device registration

Rules for code from SMS
— SMS can be sent max. 3 times per day.
— The password is valid for 15 minutes.

Code rules from Print2me

- Lasts 24 hours on the printer. After this time, it is necessary to send the key to the printer again.

- Validity 2 days.

- If the user has multiple devices registered, all keys with a validity period of more than 2 days will be sent. It is not defined which key
belongs to which device. The key can only be used once for any one device.
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